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ABOUT

The International Association of Money
Transfer Networks (IAMTN), a not-for-profit
membership organisation, is the only global
trade association that represents the crossborder payments industry. IAMTN’s members
include, inter alia, banks, payment institutions,
electronic money organisations and mobile
operators.
Founded in 2005, IAMTN provides a platform
for industry partners to come together to discuss
common challenges and industry initiatives,
and to create opportunities.
IAMTN works closely with governments,
regulators,
and all other important
stakeholders - such as the FATF, FSB, World
Bank, International Fund for Agricultural
Development (IFAD), UNCDF, Swiss Agency
for Development and Cooperation, UK Foreign,
Commonwealth and Development Office,
African Union - to champion the creation of
the most effective, safe, reliable and efficient
payment systems and mechanisms for migrants
globally.
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Caleta is an independent research and
development company founded in
2017. We conduct research and promote
concrete solutions for more inclusive
and responsible finance at the global
level. Our mission is to empower people
by enabling access to financial services.
We collaborate with all the stakeholders
of the cross-border payments industry
to reach this goal, as part of the global
efforts towards reaching the Sustainable
Development Goals.
The data collected and generated by
Caleta makes unprecedented knowledge
available to the industry, which provides
new insights and new solutions to existing
challenges.
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FOREWORD
Being able to prove our identity
legally is vital: it unlocks access to
fundamental services, improves
lives and empowers populations.
However, weaknesses in how identity
is generally managed nowadays has a
negative impact on society. For this
reason, many countries are working
to improve identification solutions by
embracing the promises that digital
identity offers to ameliorate identity
frameworks.
Digital identity touches upon many aspects of our lives, making profound changes for
businesses and governments. If designed with the correct principles and enforced with the
right policies, digital ID can enhance financial access and inclusion to protect individuals
from the risk of abuse and enable the safe inclusion of billions in the digital economy.
Today, most governments make some digital identity tools available to their citizens. The
success and buildout of these tools varies greatly across countries and regions, but there is
undoubtedly a fast development of digital means of identification at the global level. This
change raises many questions and challenges, but, if tackled properly, the implementation
of digital ID can create value for people, governments and businesses around the world.
This report is the first in a series of two. The first report will cover digital identity in an
evolving landscape and explore the increasing need for digitising identification solutions.
The second report will cover the impact of digital ID in financial services, the limitations
of digital ID and the way forward.
This report is written by Veronica Studsgaard, CEO and Founder of IAMTN, Melissa
Erisen and Valeria Battista, researchers at Caleta.
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THE NECESSITY OF
HAVING A UNIQUE IDENTITY
WHAT IS IDENTITY, AND WHY DO WE NEED IT?

Identity refers to the distinguishing characteristics that uniquely identify an individual. Obtaining
a legal identity often means having those essential characteristics registered by an authorised
legal entity from birth to death. In the absence of this, a legally recognised authority may confer
the legal identity. Capturing and storing such characteristics in an electronic format constitutes a
digital ID, which is then used to provide an individual’s identity through electronic means1.
A proof of legal identity is a credential—e.g. birth certificate, identity card or digital identity
credential—recognised as proof of legal identity under national law.
A financial ID is an identity accepted and relied on by financial services providers to establish
relationships with their customers. It is essential to differentiate financial ID from digital ID, as
not all digital IDs can be relied on by the financial sector. Whether a financial services provider
trusts and accepts an ID as adequate is often guided by requirements set out by anti-money
laundering and countering financing of terrorism (AML-CFT) regulations, and the perceived
risk of relying on the ID.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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There are an estimated 1 billion people without official proof of identity worldwide.
Close to half them live in Sub-Saharan Africa, where almost all people lack an ID.
MILLIONS

Number and share of unregistered population by region (2018 estimate)

PERCENTAGE WITHIN REGION

Sub-Saharan Africa

494M

45%

South Asia

312M

17%

East Asia & Pacific

74M

3%

Middle East & North Africa

63M

15%

Latin America & Caribbean

34M

5%

Europe & Central Asia

11M

1%
Source: The World Bank: Global Identification Challenge by the Numbers

About one in seven people in the world still do not have a way to prove their identity (Source: ID2020);
most of these live on the African and Asian continents. The Council of Europe estimates that about
680,000 stateless people reside in Europe today without any legal identification document, a large number
of whom are ethnic Roma2.
Without the ability to provide legal identification, fundamental rights and services such as universal
health, access to education, financial inclusion and social services are often denied or restricted3. When
citizens are able to identify themselves, reliable and continuous data is generated to help governments
with policymaking and measure developmental progress, driving innovation for both the public and the
private sectors.

HEALTHCARE

FINANCIAL SERVICES

For users to access insurance, treatment; to
monitor health devices, wearables; for care
providers to demonstrate their qualifications

To open bank accounts, carry
out online financial transactions

FOOD & SUSTAINABILITY

SMART CITIES
To monitor devices and sensors
transmitting data such as energy
usage, air quality, traffic congestion

ENTITIES

PEOPLE

For farmers and consumers to verify
provenance of produce, to enhance
value and traceability in supply chains

TRAVEL & MOBILITY

TELECOMUNICATIONS
For users to own and use devices;
for service providers to monitor
devices and data on the network

To book trips, to go through
border control between
countries or regions.

DIGITAL IDENTITY

SOCIAL PLATFORMS
For social interactions; to
access third-party services
that rely on social media logins

E-GOVERMENT
For citizens to access and use services ,
file taxes, vote, collect benefits

DEVICES

THINGS

HUMANITARIAN RESPONSE
To access services, to
demonstrate qualifications to
work in a foreign country

E-COMMERCE
To shop; to conduct business
transactions and secure payments
Source: World Economic Forum, Identity in a Digital World
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The COVID-19 pandemic exposed some weaknesses in society and strengthened the need for a digital
ID, prompting an impetus to improve identity systems and make them fit into the digital era. Businesses,
organisations and public services need to facilitate access to remote working, payment systems and
resources, and it is fundamental to verify the identities of people who want to access those services.
Evidence shows that countries with well-developed ID systems were able to respond more efficiently
to the pandemic4. For example, Estonia has one of the most highly developed national ID-card systems
in the world5. When the Estonian government created a furlough system for workers affected by the
pandemic, it already knew where they worked and how to pay them. Nobody had to join a queue on the
pavement to claim benefits, as people in countries with less developed identity systems were forced to do.
While most Western countries embrace new digital identity solutions, both the United Kingdom and the
United States have historically been reluctant even to develop national identity systems, as public opinion
tends to believe that a national ID would be inefficient and expensive. Some even fear that it would
become a tool for government surveillance and monitoring of citizens.
Throughout 2021, many governments have developed a health pass for people to provide a trusted proof
that they are either vaccinated or hold a negative test for COVID-19, such as the Green Pass in Italy,
Pass Sanitaire in France and CoronaPass in Denmark. Holding such a pass is necessary to access many
physical amenities such as businesses, leisure activities, tourist attractions, etc., and they are therefore
crucial in daily life. Health passes are an example of online identity and health credentials, and the fast
spread of this type of digital solution could open the door to a digital ID revolution6 This development
of a trusted, secure, easy to use, portable and reliable digital ID system would unlock benefits for people,
businesses and governments.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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IDENTITY FOR SUSTAINABLE
DEVELOPMENT:
GLOBAL INITIATIVES
Today, an estimated 1.5 billion people worldwide still do not have a legal identity or have identity
documents that are not accepted by service providers7, and therefore have restricted access to many
day-to-day human rights.
The World Bank’s 2017 Global Findex Survey found that the lack of documentation was a critical
barrier to accessing financial services, cited by 26% of unbanked people in low-income countries.

Globally 1.7 billion adults
lack a financial account.
Adults without an account, 2016
1 million
10 million
100 million
200 million

Source: Global Findex Database

This figure was even higher
in some Sub-Saharan African
countries, where the issue
was cited by 50% of the adult
population. Digital ID is a crucial
enabler for financial inclusion.

SHARE OF ADULT POPULATION WITHOUT AN ID, BY INCOME QUINTILE
50%

45%

43.4%

45%

39.6%

40%

33.9%

35%

27.8%

30%
25%
20%
15%
10%
5%

9.2%

8.6%
3.9%

2.5%

0%
Poorest 20%

Second 20%

8.0%

7.6%

5.3%
1.9%

Middle 20%

1.6%
Fourth 20%

2.6%

Richest 20%

Lower income countries
Lower-Middle income countries
Upper-Middle income Countries
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Source: The World Bank

A valid form of ID can help
increase financial status by
improving access to payments,
savings,
credit,
insurance,
investment products and much
more.
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Providing a legal identity for all is a target
shared by the international community. The
United Nations has established 17 Sustainable
Development Goals (SDGs), to be attained
by 2030, which aim to address development
issues such as poverty, equality and justice by
achieving specific targets.
Target 16.9 states that, by
2030, legal identity should
be provided for all the
world’s citizens, including
free birth registration.

Source: Center for Global Development

To cooperate at the international level toward Target 16.9, the World Bank Group also launched an
initiative in 2014, Identification for Development (ID4D), a cross-practice initiative to make everyone
count, which focuses on digital identity in particular.
Digital technologies are nowadays fundamental for development. Moreover, the digitisation of
identity systems creates the possibility to increase state capacity by ameliorating bureaucracy and
administration and thus improve the delivery of public and private services.
The initiative has four main objectives:
1. Ensure that all adults have a robust form of legal identity.
2. Promote universal birth registration to increase the number of children who can obtain 		
their legal identity directly.
3. Ensure that civil identification systems are coherent with social and other programmes.
4. Facilitate the access to economic opportunities of citizens8.
As mentioned above, it is now clear that digital identity plays a significant role in daily life. In the
discussion held in Italy by G20 Digital Ministers on August 5th 2021, digital identity was identified
as of key importance in achieving the UN SDGs and G20 priorities for 2021. “We acknowledge
that easily usable, reliable, secure, trusted, and portable digital identity solutions that guarantee
the privacy and the protection of personal data, could enable the G20 Member States to meet the
needs and expectations of public and private sector users and, for example, they could improve
access to social benefits, however provided.”9. The G20 Ministers believe in improving national e-ID
schemes to pursue Target 16.9 and technology solutions that are suitable in internet-scarce contexts
in humanitarian and emergency scenarios. Public and private institutions should join efforts to build
digital identity solutions that can foster sustainable development and make lives better around the
globe.
Another major initiative is the creation of the Digital Identity Alliance ID2020. Based in New York, the
NGO’s main participants include Accenture, Microsoft, Gavi, the Vaccine Alliance, the Rockefeller
Foundation and IDEO-ORG. The NGO has a holistic approach to the problem of identity, in order
to improve access for all. This private-public alliance invests in different digital ID programmes that
can facilitate the implementation of digital identity systems in given contexts.
ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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MAKING IDENTITY
SYSTEMS FIT FOR THE DIGITAL AGE
The lack of digital ID leaves some people unable to prove their identity
in digital settings credibly. As a result, and despite decades of financial
inclusion efforts, it remains a barrier preventing access to financial
services for individuals across the globe.
The COVID-19 pandemic has revealed the extent of this problem. Many people discovered that they did
not have the proper documentation to prove their identity while migrating to the online environment.
Inclusive and trusted digital ID systems can strengthen governance and the transparency, efficiency
and effectiveness of public services and programmes. They can also help the public sector reduce fraud
and leakage10 in government-to-person (G2P) transfers, facilitate new modes of service delivery, and
increase overall administrative efficiency. Additionally, the ability to verify a person’s identity reliably
and efficiently is critical for private sector development. Digital ID systems can help companies reduce
operating costs associated with regulatory compliance (e.g. electronic know your customer—eKYC),
widen customer bases, generate new markets, and foster a broader business-friendly environment11.
Closing the gap between identification and identity requirements in the digital age would put people
and privacy at the centre.
Better digital identification solutions would also benefit countries where most residents have a trusted
legal identification solution. Digital transactions are growing by almost 13% a year12. It is, therefore,
vital to develop robust digital identity systems based on the right technologies for the benefit of citizens,
businesses, and their customers. It is estimated that an average internet user will have 200 online
accounts13.
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1
billion

OF THE 7.6 BILLION PEOPLE ON EARTH

are estimated to lack a legally recognised form of ID

45%

3.4
billion

OF WOMEN AGED 15+

have some form of ID but no digital trail

IN LOW INCOME COUNTRIES LACK ID WHILE ONLY

3.2
billion

30%
OF MEN DO

have some form of ID and digital trail

Different authentication procedures are often required for each online service, such as, inter alia, financial
services providers and public services. Repeating this process is time-consuming, since it is frequently
necessary to scan and upload passports, create new passwords, and complete other requirements.
Furthermore, an ID scheme usually lacks coordination between civil registration and identity, and the
registration and credential systems of other state or private infrastructures. Consequently, citizens often
encounter the inconvenience of enrolling multiple times in various programmes14. Moreover, this process
can be jeopardised by many different security threats: identity information becomes vulnerable to data
theft, identity theft, and other risks.
It is not only individuals, but also businesses, that suffer from poor identity management. In some
areas of the world, the lack of a unified identity verification policy at the national level and the lack of
infrastructure for carrying out identity checks make businesses vulnerable. For example, individuals
using different identification documents in different banks can increase the incidence of fraud. For this
reason, building a robust digital identity framework can contribute to ameliorating the identity lifecycle
and benefit individuals and businesses in every region of the world.
Access to the internet is widening across all regions, generations and genders. COVID-19 has pushed
towards the digitalisation of many activities such as work habits and shopping behaviours. The importance
of digital instruments and, therefore, digital transactions have shown a particular increase since 2020.
As an example, many individuals are becoming accustomed to online shopping. This acceleration in the
drive towards digitisation is also impacting the remittance industry, where more customers are sending
money digitally through their mobile phones or computers, rather than by a cash transaction at the
point of sale. This is a result of the national lockdowns which blocked people from physically getting
to the offices of remittance services providers. In addition, many customers who became accustomed
to digital payments during the pandemic are likely to keep using these online services increasingly. The
UK government estimated that widespread use of digital identity products would be worth around £800
million per year to the UK economy15.
ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST

11

WHAT IS DIGITAL IDENTITY?
Digital identity is defined as follows:

G20

“A digital identity is a collection of electronically captured and
stored identity attributes that uniquely describe a person within a
given context and is used for electronic transactions. It provides
remote assurance that the person is whom they purport to be. A
digital identification system refers to the systems and processes that
manage the lifecycle of individual digital identities.”16

FATF gives a relatively different definition of digital identity: the
“use of electronic means to assert and prove a person’s official
identity online (digital) and/or in-person environments at
various assurance levels”.

Digital identity is described as a set of electronically captured
and stored attributes and/or credentials that uniquely identify
a person (adapted from Harbitz & Kentala 2013 and ID4D
Technology Landscape report).

Digital IDs are foundational enabling technologies to an
inclusive digital economy, allowing for a broader range of
interactions between individuals and institutions and providing
greater access to financial services.
A digital identity can contain different types of information17:
Identity attributes a unique identity number, social security number, name, place and date of
birth, citizenship, biometrics, and more, as defined by national law.
With specific credentials (a unique ID number as in India, a mobile ID like Finland and Estonia,
or an eID card as in Germany, Italy, Spain or Portugal), they can be used to authenticate the
owner. These credentials may also include a digital identity certificate to sign electronically (give
consent), obtain a seal (protect integrity), and a stamp (set time).
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The authentication mechanisms that govern the digital ID system determine how the identity will
be used by individuals, and how secure the identity is. In fact, once a digital identity is registered
and credentials are issued for verification, authentication is required to ensure the person who
wants to use it is the one to whom the identity belongs. Authentication is effected using the
credentials and attributes of the individual. Many technologies are available for authentication,
from simple online credentials such as passwords, to biometric recognition, barcodes or digital
signatures. The level of (identity) assurance is the certainty with which a claim to a particular
identity during authentication can be trusted to be the claimant's ‘true’ identity18. Higher assurance
levels can be attained by making authentication more secure, thus ensuring that the verification
process is robust enough to guarantee that the person trying to access the given service is the one
to whom the identity is attributed. Authentication is more or less secure depending on the type
of credentials used and the number of authentication factors required (generally one-factor or
two-factor authentication). Once the digital identity has been used for a given operation, good
management of the identity and the credentials should be ensured.
“The ability to prove who you are is a fundamental and universal human right.
Because we live in a digital era, we need a trusted and reliable way to do that both
in the physical world and online.”19 – ID2020

BIOMETRICS FOR DIGITAL ID
A widespread type of technology used for authentication in existing digital
ID systems is biometric technologies. Biometric information refers to the
voice, fingerprints, behaviour or facial features of a person. This information
is stored in a database.
When an individual wants to access a particular service, the biometric information of
the person is compared to that stored in the database to ensure the digital identity of the
individual is verified.
If the data is matching, the authentication is confirmed, and access to the service is
granted. Many systems of digital ID rely on biometric authentication, as it is relatively
secure. Biometric data cannot be erased, exchanged or forgotten, since they are intrinsic
to one’s physical being.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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THE CHARACTERISTICS OF A GOOD DIGITAL
IDENTITY NETWORK
SECURE
Security is a major risk in digital identity systems, as many online threats
can arise which have the potential to weaken individuals, businesses,
and infrastructures. Major cybersecurity threats include identity theft
through the use of malware or other techniques, hijacking of servers or
databases, and unauthorised access. Currently, digital identity is largely
fragmented and, therefore, most often not stored securely. Enhancing
security requires the creation of more secure techniques for the storage of
data. In addition, a higher security level improves trust in the system and
the communications among individuals, businesses and governments.

VERIFIABLE
The integrity of identity information provided by the user through
the digital identity system should be verifiable by the entity through a
trustworthy source during the authentication process.

CUSTOMER-CENTRIC
The digital identity framework should contribute to increasing
the control of the user over his or her own identity, and therefore
ensure each person’s human rights are respected. The individual
should be able to control who has access to his or her identity
information, which information, and for how long. The ease of
use is also important, as it determines the ability of individuals to
manage their identities correctly.

GOOD GOVERNANCE
A robust governance system is key for the digital identity infrastructure to deliver the expected benefits
for individuals and organisations. The efficiency of the governance affects all other metrics of digital
identities, such as security, inclusiveness, customer-centricity, and others. A coherent regulatory
landscape should enhance these aspects without limiting innovation.
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FIT WITH REGULATORY REQUIREMENTS
Digital identity touches upon many areas of personal and economic life.
Therefore, it needs to be compliant with legislation in all these areas, including
the right to privacy and personal data protection.

INCLUSIVE
A good digital identity system should be available to all segments of society,
without discriminating based on age, religion, ethnicity or other personal
characteristics. This also implies that legal identification should be obtained
at a low cost and through a simple procedure accessible to all. The success of
a national digital identity system is dependent upon a high adoption rate.

FIT WITH TECHNICAL
STANDARDS
Standards cover technologies such as biometrics,
cards, 2D barcodes, digital signatures and
federation protocols. Building digital ID based on
existing standards improves the technical quality
and interoperability of the identity framework.

A digital ID following these principles, including high
assurance levels, promotes trust and protects privacy.
Therefore, the design and governance of digital ID
programmes should incorporate these attributes
and guard against the potential for misuse to avoid
outcomes contrary to the best interests of its users.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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EXAMPLES OF NATIONAL DIGITAL IDENTITY
FRAMEWORKS
At the present time, 161 countries have an identity framework using digital technologies20. Many new
national eID programmes have been launched or initiated in recent years. For example, countries
such as Cameroon, Jordan, Algeria, Italy, Japan, Senegal and Turkey launched new programmes in
2016, including innovation in their national identity card systems to incorporate biometrics and
adding multiple security features17. In 2019 and 2020 major announcements were made in Belgium,
Ecuador, Thailand, Sri Lanka and Myanmar. In the Philippines the new PhilSys ID system is finally
operational, while Kyrgyzstan has launched a biometric passport embedded with security features of
1st, 2nd and 3rd grades. From September 2021 the national ID in Germany is also available on mobile
phones.
These are just a few examples of how national digital identification systems are developing. In the
following paragraph, some cases are studied in more depth.

India , A adha ar
India undertook a major initiative when it created a digital
identification system for its citizens and residents. As a
result, Aadhaar is the world’s most extensive biometric
ID system based on a unique identification number
composed of 12 digits. The first Aadhaar cards were
issued in 2011. They hold demographic information
(name, address, gender, date of birth) and three
biometrics (photo, irises, fingerprints). Judging by the
data, Aadhaar is a very successful identity framework.
Approximately 1.22 billion people - about 95% of Indian
residents21- possess a unique Aadhaar number. Moreover, the
system has generally improved governance and transparency in
India. Thanks to Aadhaar, many Indians now have a way to prove
who they are formally, and therefore have gained access to public and
private services they could not use before22. Aadhaar is necessary to access financial
services, mobile phone connections, and many kinds of public and private services.
Concerns have been expressed about the security of the Aadhaar system, since the identification
number is linked to unverified biometric information23 and therefore vulnerable to identity
fraud. Moreover, there are many discussions on whether Aadhaar infringes on citizens’ privacy
rights. While this framework undoubtedly enables many benefits for facilitating payments, some
progress can still be made on its implementation and the security of citizens’ data.
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Europe an Union,

the Europe an Blockchain Services Infr a structure
The European Blockchain Services Infrastructure (EBSI) is built on a partnership between the
European Commission and the European Blockchain Partnership. It allows the creation of a
blockchain-based digital identity for natural and legal persons in the Union. This model is quite
revolutionary, as it aims to implement a self-sovereign identity model in Europe, where each citizen
would have complete control over creating his or her digital identity wallet and sharing the data it
stores. Hence, citizens acquire more power and decide which credentials they want to share and
with whom they want to share those credentials. Furthermore, businesses will also benefit from
EBSI when they have access to the blockchain, since they will have a secure way to authenticate
customers and validate their transactions digitally.

EBSI is expected to increase the efficiency
of communication between citizens and
public services as well as private companies
and organisations. It will be built as a
‘public permissioned’ blockchain where
nodes will be managed by the European
Commission, the European Member
States or associated countries, and access
will be publicly allowed to the private
sector and civil society for the sets of data
and information which are aimed at such
players24.

In EBSI, the identity data of citizens is stored on the blockchain in an encrypted manner, which
enhances its security and privacy. Moreover, the immutable nature of the blockchain ensures that
the data is accurate and stored safely. The European Commission is building EBSI in a way that will
ensure its compliance with EU laws, such as the GDPR and eIDAS regulations.
Only 59% of EU residents have access to a trusted e-ID across borders25. The aim is to use EBSI
to increase this figure to 80% by 2030. If the expansion of EBSI to all member states, private
businesses and citizens is successful, this form of digital identification will make a significant
change at the European level. Early adopters are already using the first versions of EBSI. However,
newer versions of the infrastructure are being developed, while policymakers are still working to
ensure the regulation is fit to construct this European blockchain digital identity system.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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Morocco, CNIE
Morocco’s most recent national identity system consists
of a card called CNIE (Carte Nationale d’Identité
Electronique), which involves enrollment with
biometrics using the AFIS (Automatic Fingerprint
Identification System) mechanism for deduplication.
The programme covers the adult population from 18
years of age, and has issued 20 million identity cards. In
2014 coverage of the CNIE was about 60% of Morocco’s
total population.
The World Bank assessed the performance of the CNIE,
and stated that the enrollment and validation processes
are robust. Applicants provide fingerprints and bring
documentary evidence to the enrollment agent, and
the AFIS technology ensures that a person cannot
enrol multiple identities. In addition, the electronic
credentials on the card are carried in the contactless
smart chip, which is signed cryptographically by the
issuing agency, so the degree of confidence is very high.
However, the authentication process is less robust,
since the photo on the card can be replaced quite easily
and no cross-checking of the CNIE identity database is
carried out26.
On June 17 2020, Morocco’s Minister of Interior
announced the arrival of the new ID generation,
which consists of higher standards to fight fraud
and identity theft. The new CNIE should guarantee
new functionalities in the digital field. It will include
electronic reading with a scanner or mobile phones
with NFC technology to protect citizens’ privacy. Bank
cards will also include a pin code.
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Estonia , ID-C ard
Estonia leads the digital identity frontier in Europe, an example of success in implementing a
trustworthy and secure digital identity verification platform. Its national identity scheme identifies
citizens through e-IDs and provides digital access to all of Estonia’s e-services27.
Each citizen receives a card with a chip which carries embedded files and uses public-key encryption
as definitive proof of ID in an electronic environment. Every person can provide a digital signature to
be used for: national health insurance cards, proof of identification when logging into bank accounts,
i-Voting, legal travel ID, to check medical records, submit tax claims, etc. Mobile-ID allows people
to use a mobile phone as a form of secure digital ID5. As of July 2021, Estonia has more than 1.4
million valid ID cards and almost 250,000 people have mobile ID. Furthermore, nearly 60% of IDcard owners have used their cards for electronic entry into an environment, i.e. authentication and/
or provision of a digital signature, at least once per year28. Estonia may be the only country where
99% of public services are available online; voters can cast their ballots by simply having an internet
connection; where there is a blockchain technology to protect against cyber threats; where citizens
have a transnational identity, the e-Residency, to run a business online27.
Many countries would like to replicate the digital setup developed in Estonia and achieve the benefits
of implementing a self-sovereign identity by saving much working time and having safe and fast
transactions with governments, welfare services and businesses.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST
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Afghanistan:
What happens to digital ID s y stems during a national crisis?
Afghanistan has its own digital identity system called the e-Tazkira. It is an electronic national
identity card issued to all citizens, and is proof of identity, residency and citizenship. The Afghan
national identity card fulfils the international standard of identity document29. This ID system was
coordinated by the Afghan National Statistics and Information Authority.
Additionally, the country has two other digital identification systems: the Afghanistan Automated
Biometric Identification System maintained by the Afghan Ministry of the Interior with support from
the U.S. Government, and the U.S. Military’s ‘Handheld Interagency Identity Detection Equipment’
(HIIDE) and biometric data created, used to develop watchlists of foes and local allies30. In 2020,
the World Bank reported that the Afghan biometric ID system was being implemented successfully,
especially for increasing the inclusion of women in society.
However, throughout August 2021, the Taliban took control of the country, defeating the government
in place. The Taliban is a religious and political movement and military organisation. The digital
identity systems created in Afghanistan to enhance inclusion and security might now, if they get
into the hands of the Taliban, lead to the exact opposite30. In fact, this data could now be used to
target human rights defenders, journalists, minorities and people with different religious beliefs.
For this reason, civil society groups are calling for all biometric databases and digital ID systems in
the country to be shut down and their data erased.
Biometric systems linked to HIIDE, the identity system developed by the US military, have already
been captured by the Taliban. The biometric data is not directly threatened for now, but the Taliban
taking over the other identity databases could be catastrophic for the country, as the identities
of millions of Afghan citizens might be revealed. Critiques are emerging, saying the government
should have secured the eID systems better. Journalists and specialists even mention the existence
of “biometric-driven warfare” in the country.
These significant risks can be replicated internationally in other settings, showing that digital
identity systems also present some risks and limitations. These will be analyzed in more depth in
our second report, focusing on limitations and how to go forward with digital identity frameworks.

20

THE DESIGN OF DIGITAL IDENTITY SYSTEMS

CONCLUSION
Digital identity is a complex topic
with multiple facets. The creation
of national digital identity systems
can facilitate access to a unique
legal identity for all, and therefore
provide the capability of using the
multitude of services accessible
only through strict identity
verification.

ENHANCING EFFICIENCY, DEVELOPMENT AND BUILDING TRUST

Additionally, digital identity can
increase financial inclusion, as it
may allow individuals to use some
financial services to which they did
not previously have access.
It is also important to ensure that
a national digital identity system
does not further marginalise
already vulnerable communities
by destroying informal economies
of exchange and support while
excluding them from the newly
developed
formal mechanisms
based on more robust identity
systems. In order to unblock such
services for more individuals
and to improve development
outcomes, the digital identity
framework has to be highly
inclusive in a way that provides
a unique identity to everyone.
The registration and issuance of a
digital ID is an expensive process,
but the investment in a high quality
national digital identity service can
provide benefits which surpass the
initial costs16.
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The way digital ID systems are designed is crucial in order to unlock
opportunities at the global level. On one side, governments working on
digital identity solutions expect efficiency gains as well as progress in
how citizens’ data is managed. On the other side, different stakeholders
such as remittance services providers, regulators and banks can improve
their services through the use of formal identification, thus reducing
many operational costs. However, it is important to realise that digital
IDs come with risks that need to be managed and mitigated in order
to build trust and harness the benefits of identification responsibly.
Foremost among these risks are those regarding data privacy and the
potential for leakage, theft or misuse of personal data. Therefore, it is of
vital importance to secure the data while at rest and in transit, to ensure
the system fosters trust and privacy.
An additional point to consider is that a national digital identity system
must be tailored to the needs of the country for which it is built, in order
to fit with cultural specificities as well as with the functioning of the
governmental and administrative apparatus. For this reason, a system
that is highly successful in one country might not function as well if it is
replicated in another.
In the further development of digital identity solutions, it is essential not
only to consider country-specific needs, but also to understand how legal
frameworks in relation to new technologies may evolve at international
and regional levels. Furthermore, the private sector plays an essential
role in driving and restraining innovation in this area. Therefore, more
effective public-private partnership work can be highly beneficial for
fostering innovation in identity systems development, in the interests of
businesses, citizens and governments.
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